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Ref 
# 


Hits 


Search Query 


DBs 


Default 
Operator 


Plurals 


Time Stamp 


LI 


42614 


(data control$3) near3 oenter$l 


USPAT; 
IBM_TDB 


OR 


OFF 


2007/06/13 17:46 


L2 


5824 


(communicat$3 sent send$3 deliver$4 
transmit$4 transmission$l pass$3) 

nparR <;tatistit"$4 


USPAT; 
IBM_TDB 


OR 


OFF 


2007/06/13 14:24 


L3 


37 


11 with 12 


USPAT; 
IBM_TDB 


OR 


OFF 


2007/06/13 15:17 


L4 


7 


13 and gateway$l 


USPAT; 
IBM_TDB 


OR 


OFF 


2007/06/13 14:08 


L5 


109842 


(communicat$3 sent send$3 deliver$4 
transmit$4 transmission$l receiv$3 
obtain$3 provid$3 ) nearS (quer$3 
instruct$4^ 


USPAT; 
IBM_TDB . 


OR 


OFF 


2007/06/13 14:28 


L6 


389 


11 with 15 


USPAT; 
IBM TDB 


OR 


OFF 


2007/06/13 14:25 


L7 


2480 


gateway$l near7 (traffic$3 heuristic$l 
statistic$l collect$4) 


USPAT; 
IBM_TDB 


OR 


OFF 


2007/06/13 14:34 


L8 


3 


16 and 17 


USPAT; 
IBM_TDB 


OR 


OFF 


2007/06/13 14:26 


L9 


2708 


(communicat$3 sent send$3 deliver$4 
transmit$4 transmission$l receiv$3 
obtain$3 provid$3) with (gather$2 
collect$4 monitor$3 detect$4 
determin$4) with (statistical) 


USPAT; 
IBM_TDB 


OR 


OFF 


2007/06/13 14:54 


L10 


24 


19 same 11 


USPAT; 
IBM.TDB 


OR 


OFF 


2007/06/13 14:38 


Lll 


195 


gateway$l near7 (monitor$3 gather$3 
collect$4 heuristic$l statistic$l 
collect$4) near8 (traffic$3 packet$l 

UulCI^I Ol 1 ± J 


USPAT; 
IBM_TDB 


OR 


OFF 


2007/06/13 14:51 


L12 


3 


111 and 110 


USPAT; 
IBM_TDB 


OR 


OFF 


2007/06/13 14:36 


L13 


12 


19 and 111 and 11 


USPAT; 
IBM_TDB 


OR 


OFF 


2007/06/13 14:44 


L14 


6218 


((726/2-4) or (726/11-13) or 
(726/22-27) or (709/224) or 
(713/153-154)).CCLS. 


USPAT; 
IBM_TDB 


OR 


OFF 


2007/06/13 14:51 


L15 


359 


gateway$l with (monitor$3 gather$3 
collect$4 heuristic$l statistic$l 
collect$4) with (traffic$3 packet$l 
datagram$l) 


USPAT; 
IBM_TDB 


OR 


OFF 


2007/06/13 14:52 


L16 


57 


114 and 115 


USPAT; 
IBM_TDB 


OR 


OFF 


2007/06/13 14:52 
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L17 


1652 


114 and gateway$l 


USPAT; 
IBM_TDB 


OR 


OFF 


2007/06/13 14:54 


L18 


110 


117 and 11 


USPAT; 
IBM.TDB 


OR 


OFF 


2007/06/13 14:54 


L19 


4622 


(communicat$3 sent send$3 deliver$4 
transmit44 transmission4>l receiv43 
obtain$3 provid$3) with (gather$2 
collect$4 track$3 monitor$3 detect$4 
determin$4) with (attack$3 
malicious$2 statistic$l spoof$3 

wi ilnorah<t7A 

vuincrau^)/ ) 


USPAT; 
IBM TDB 


OR 


OFF 


2007/06/13 15:58 


L20 


18 


118 and 119 


USPAT; 

TRM THR 
IDr l_ 1 UD 


OR 


OFF 


2007/06/13 14:58 


L21 


21 


116 and 119 


USPAT; 

TRM THR 

IDrl 1 UD 


OR 


OFF 


2007/06/13 14:58 


L22 


16 


121 and filter$3 


USPAT; 

TRM THR 
IDrl 1 UD 


OR 


OFF 


2007/06/13 14:58 


L23 


15 


120 and filter$3 


USPAT; 

TRM THR 
IDrl i UD 


OR 


OFF 


2007/06/13 14:59 


L24 


12 


123 and statistic$3 


USPAT; 
IBM_TDB 


OR 


OFF 


2007/06/13 15:14 


L25 


14 


122 and statistic$3 


USPAT; 
IBM_TDB 


OR 


OFF 


2007/06/13 14:59 


L26 


17 


11 with (gather$2 collect$4 track$3 
monitor$3 detect$4 determin$4) with 
(attack$3 malicious$2 spoof$3 
vulnerab$7) 


USPAT; 
IBM_TDB 


OR 


OFF 


2007/06/13 15:11 


L27 


968 


gateway$l with (gather$2 collect$4 
track$3 monitor$3 detect$4 
determin$4) with (attack$3 
malicious$2 spoof$3 vulnerab$7 traffic 
paCNcL^i Qaidgrarnipjj 


USPAT; 
IBM_TDB 


OR 


OFF 


2007/06/13 16:13 


L28 


251 


I27 and statistic$3 


USPAT; 

TRM TDR 


OR 


OFF 


2007/06/13 15:14 


L29 


60 


I28 and II 


USPAT; 

TRM THR 
1DI V I_ 1 UD 


OR 


OFF 


2007/06/13 15:14 


L30 


32 


I29 and (attack$3 malicious$2 spoof$3 
vuineraD^)/ naCK^oj 


USPAT; 

TRM THR 
lDrr_ I UD 


OR 


OFF 


2007/06/13 15:18 


L31 


27 


I30 and filter$4 


USPAT; 

TRM THR 
1DI V I_ 1 UD 


OR 


OFF 


2007/06/13 15:15 


L32 


18 


I31 not I24 


USPAT; 

TRM THR 
IDrl 1 UD 


OR 


OFF 


2007/06/13 15:15 


L33 


106 


II with statistic$l 


USPAT; 
IBM_TDB 


OR 


OFF 


2007/06/13 15:17 


134 


18 


gateway$ 1 and 133 


USPAT; 
IBM_TDB 


OR 


OFF 


2007/06/13 15:17 
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L35 


7 


134 and (attack$3 malicious$2 spoof$3 
vulnerab$7 hack$3) 


USPAT; 
IBM_TDB 


OR 


OFF 


2007/06/13 15:19 


L51 


1184 


ffdata control$3^ near3 fcenteril 
site$l server$l host$l)) with 
(communicat$3 sent send$3 deliver$4 
transmit$4 transmission$l receiv$3 
obtain$3 provid$3 request$4 quer$3 
instruct$5) with (gateway$l) 


USPAT; 
IBM_TDB 


OR 


OFF 


2007/06/13 16*27 


L52 


1097 


ffdata control$3 hostile near3 
(center$l site$l server$l) ) with 
(communicat$3 sent send$3 deliver$4 
transmit$4 transmission$l receiv$3 
obtain$3 provid$3 request$4 quer$3 
instruct$5) with (gateway$l) 


USPAT; 
IBM_TDB 


OR 


OFF 


2007/06/13 16-15 


L53 


986 


aatewavill with faather$2 collect$4 
track$3 monitor$3 detect$4 
determin$4) with (attack$3 
malicious$2 spoof$3 vulnerab$7 traffic 
packet$l datagram$l intrusion$l 
intrud$3 hostil$7 hack$3) 


USPAT; 
IBM_TDB 


OR 


OFF 


2007/06/13 16'24 


L54 


175 


151 and 153 


USPAT; 
IBM_TDB 


OR 


OFF 


2007/06/13 16:14 


L55 


15000 


((data control$3 host$l) near3 
fcenterS 1 sitetl serveril^ ^ with 
(communicat$3 sent send$3 deliver$4 
transmit$4 transmission$l receiv$3 
obtain$3 provid$3 request$4 quer$3 
instruct$5) with (request$3 quer$3 
instruct$4) 


USPAT; 
IBM TDB 


OR 


OFF 


2007/06/13 16:15 


L56 


65 


154 and 155 


USPAT; 
IBM_TDB 


OR 


OFF 


2007/06/13 16:19 


L57 


107876 


(fiiter$3 trac$3) nearS (tool$2 
software$l insert$3 install$6 
implement$3 incorporat$4) 


USPAT; 
IBM_TDB 


OR 


OFF 


2007/06/13 16:17 


L58 


190 


157 with (attack$3 ma!icious$2 spoof$3 
vulnerab$7 intrusion$l intrud$3 


USPAT; 
IBM_TDB 


OR 


OFF 


2007/06/13 16:18 


L59 


3 


156 and 158 


USPAT; 
IBM_TDB 


OR 


OFF 


2007/06/13 16:19 


L60 


7 


156 and 157 


USPAT; 
IBM_TDB 


OR 


OFF 


2007/06/13 16:19 


l fil 


fi4 


narp\A/^v/*fc1 with fnat"hAr<fc^ r*nllfv+<t4 

track$3 monitor$3 detect$4 
determin$4 analyz$3 analys$3) with 
(attack$3 malicious$2 spoof$3 
vulnerab$7 intrusion$l intrud$3 
hostil$7 hack$3) 


Ujrn 1 1 

IBM_TDB 


OR 


OFF 
urr 


?nr>7/nfi/i^ ifi >[ ^ 

^UU//UQ/XJ IUiJJ 
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L63 


1047 


gateway$l with (gather$2 collect$4 

rrark*^ monitor^"? dptprt*tl4 

LI C]wrv>p«J 1 1 ll/l lllwl ^>wS UClCLlf i 

determin$4 analyz$3 analys$3) with 
(attack$3 malicious$2 spoof$3 
vulnerab$7 traffic packet$l 
datagram$l intrusion$l intrud$3 
hostil$7 hack$3) 


USPAT; 
IBM TDB 


OR 


OFF 


2007/06/13 17:00 


L64 


18797 


(gather$2 collect$4 track$3 monitor$3 
detect$4 determin$4 analyz$3 
analys$3) with (attack$3 malicious$2 
spoof$3 vulnerab$7 intrusion$l 
intrud$3 hostil$7 hack$3) 


USPAT; 
IBM_TDB 


OR 


OFF 


2007/06/13 16:25 


L65 


134 


163 and 164 


USPAT; 
IBM_TDB 


OR 


OFF 


2007/06/13 16:25 


1 66 


6R980 


^UvUU LUI III VJ\3p*J J 1 ICCII J ^UCI IICI fl 

site$l server$l host$l)) with 
(communicat$3 sent send$3 deliver$4 
transmit$4 transmission$l receiv$3 
obtain$3 provid$3 request$4 quer$3 

inctri ir+<fcl^ 
INbUULlqO ) 


IBM_TDB 


OR 


OFF 


2007/06/13 16-55 


L67 


51 


165 and 166 


USPAT; 

TRM TTlR 
1DI V I_ 1 UD 


OR 


OFF 


2007/06/13 16:27 


L68 


18 


157 and 167 


USPAT; 

TRM THR 
1DI V I_ l UD 


OR 


OFF 


2007/06/13 16:27 


L69 


14 


168 not 160 


USPAT; 
IBMJTDB 


OR 


OFF 


2007/06/13 16:27 


L70 


1360 


166 with (gateway$l firewall$l) 


USPAT; 
IBMJTDB 


OR 


OFF 


2007/06/13 16:55 


1 71 




nj*l*P\A/a\/<fc1 \Aiihh fnarhpr<fc9 f*nllprf"<fc4 
yaicway.pi. wiui ^yauici.p£. cuiicd.^*" 

track$3 monitor$3 detect$4 
determin$4 analyz$3 analys$3 
measur$3) with (attack$3 malicious$2 
spoof$3 heuristic$3 vulnerab$7 
intrusion$l intrud$3 hostil$7 hack$3) 


1 NPAT 
IBMJTDB 


OR 


OFF 


7007/06/1 3 16 ,I >R 


L72 


85 


II with (gather$2 collect$4 track$3 
monitor$3 detect$4 determin$4 
analyz$3 analys$3 measur$3 

rnmrni inicaf"<fc^ cpnr cpnH<t*3 Hpliv/pr<t4 

transmit$4 transmission$l receiv$3 
obtain$3 provid$3) with (attack$3 
malicious$2 spoof$3 heuristic$3 
vulnerab$7 intrusion$l intrud$3 
hostil$7 hack$3) 


USPAT; 
IBMJTDB 


OR 


OFF 


2007/06/13 17:01 


L73 


1102 


gateway$l with (gather$2 collect$4 
traCK-pj rnoniLur^j uciccup^r 
determin$4 analyz$3 analys$3) with 
(attack$3 malicious$2 spoof$3 
vulnerab$7 traffic statistic$l packet$l 
datagram$l intrusion$l intrud$3 
hostil$7 hack$3) 


USPAT; 

TRM TDR 
lurl 1 L/D 


OR 


OFF 


2007/06/13 17:40 
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L74 


3 


173 and 172 


USPAT; 
IBM_TDB 


OR 


OFF 


2007/06/13 17:01 


L75 


177 


166 with (gather$2 collect$4 track$3 
monitor$3 detect$4 determin$4 
analyz$3 analys$3 measur$3 

rommunifaM;^ cpnt <;pnf) < t'^ dplivpr44 

l»wl 1 11 1 IUI IN*Cll^>^ Odll dCMU^J UCIIVCI 

transmit$4 transmission$l receiv$3 
obtain$3 provid$3) with (attack$3 
malicious$2 spoof$3 heuristic$3 
vulnerab$7 intrusion$l intrud$3 
hostil$7 hack$3) 


USPAT; 
IBM_TDB 


OR 


OFF 


2007/06/13 17:47 


L76 


14 


173 and 175 


USPAT; 
IBM_TDB 


OR 


OFF 


2007/06/13 17:01 


L77 


3299 


gateway$l same (gather$2 collect$4 

rrark<fc*3 mnnirnr<fc^ Hprpct"<fc4 

determin$4 analyz$3 analys$3) same 
(attack$3 malicious$2 spoof$3 
vulnerab$7 traffic statistic$l packet$l 
datagram$l intrusion$l intrud$3 

hncHl<t7 harl^^A 


USPAT; 
TBM TDR 


OR 


OFF 


2007/06/13 17:40 


L78 


76 


177 same 11 


USPAT; 

TRM THR 
1DI V I_ 1 UD 


OR 


OFF 


2007/06/13 17:47 


L79 


21 


178 and 164 


USPAT; 

TRM TDR 
1DI Y I_ 1 LVD 


OR 


OFF 


2007/06/13 17:41 


L80 


18 


179 and (filter$4 trace$l tracing) 


USPAT; 

TRM TDR 
1DI V I_ 1 UD 


OR 


OFF 


2007/06/13 17:41 


L81 


2 


180 and statistic 


USPAT; 

TRM THR 
1DI V I_ 1 UD 


OR 


OFF 


2007/06/13 17:41 


L82 


14 


180 and statistic$4 


USPAT; 
IBM_TDB 


OR 


OFF 


2007/06/13 17:41 


L83 


452 


177 and 11 


USPAT; 
IBM_TDB 


OR 


OFF 


2007/06/13 17:47 


L84 


248 


11 with (gather$2 collect$4 track$3 
monitor$3 detect$4 determin$4 
analyz$3 analys$3 measur$3 

transmit$4 transmission$l receiv$3 
obtain$3 provid$3) with (attack$3 
malicious$2 spoof$3 heuristic$3 
vulnerab$7 statistic$3 intrusion$l 
intrud$3 hostil$7 hack$3) 


USPAT; 
IBM_TDB 


OR 


OFF 


2007/06/13 17:48 


L86 


11 


184 and 183 


USPAT; 
IBM_TDB 


OR 


OFF 


2007/06/13 17:49 
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